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AuditOIG Report 
The Department of the Treasury 
Office of Inspector General 

February 17, 2001  


James J. Flyzik 

Deputy Assistant Secretary for  

lnformation Systems and Chief lnformation Officer 

Department of the Treasury 


The Office of lnspector General (OIG) is required by  the 

Consolidated Appropriations Ac t  o f  2001 (P.L. 106-554) t o  submit 

t o  Congress by February 19, 2001, a report that discloses any 

activity "...relating t o  (1) the collection or review of singular data, 

or the creation of aggregate lists that include personally identifiable 

information, about individuals who access any lnternet site of the 

department or agency; and (2) entering into agreements w i th  third 

parties, including other government agencies, t o  collect, review, or 

obtain aggregate lists or singular data containing personally 

identifiable information relating t o  any individual's access or 

viewing habits for governmental and nongovernmental lnternet 

sites." 


We reviewed Department of the Treasury (Treasury) web sites t o  

identify the use of cookies (a small text  file placed on a user's 

computer). We also asked Treasury offices and bureaus t o  certify 

that they had not entered into third party agreements for sharing 

personally identifiable information. A more detailed description of 

our objective, scope and methodology is provided in Appendix 1. 
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Results in Brief 

During our audit, we noted that Treasury offices and bureaus 
substantially complied with the standards set by the Office of 
Management and Budget (OMB). Treasury maintains at least 30 
web sites, which include approximately 22,302 web pages. We 
reviewed a total of 130 web pages (see Appendix 2) and found 
that 6 of the web sites set persistent cookies (see Appendix 3 for 
examples) on some of their web pages. Further, to  determine if 
Treasury had entered into agreements to  share personally 
identifiable information with third parties, we requested that the 
Treasury office and bureau Chief Information Officers (CIO) provide 
a certification statement on this subject. We received certification 
statementsfrom all Treasury offices and bureaus reviewed stating 
that they had not entered into agreements with third parties to  
share personally identifiable data (See Appendix 4). Our review 
also found that the administration of Treasury web sites needs 
improvement. Our research identified 19 Treasury web sites that 
were not reported by Treasury (see Appendix 2); 11 of the 3 0  
Treasury web sites did not have privacy statements, and 2 

siteshadTreasury bureaus were unaware that specific web 
persistent cookies. 

We are making three recommendations that, in our opinion, will 
assist Treasury in correcting these deficiencies. Foremost among 
these recommendations is that Treasury should comply with OMB 

(1) require that Treasurystandards and immediately components 
justify the compelling need to  use cookies on their web sites and 
also obtain the personal approval from the Secretary of the 
Treasury (or delegate) for their use, (2) remove unapproved 
persistent cookies from Treasury web pages, or shutdown affected 
Treasury web sites. During the process of requesting approval on 
existing sites, or while re-programming to remove the persistent 
cookies, the affected web sites should prominently place a banner 
on the home page specifically alerting all users of the current 
existence of the persistent cookies and the planned removal. 
Additionally, we are recommending that web site administration be 

Treasury.web policy,improved through applying consistent 
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including site exit banners and privacy statements, and maintaining 
a full inventory of Treasury web sites and require that prior to the 
establishment of any new sites that the Treasury CIO be notified. 
We believe these last two  recommendations will assist the CIO t o  
exert authority over all Web activities in the Department and 
require adherence to  established standards. 

The Treasury ClO's response to  our draft report concurred with our 
findings and recommendations. The response is evaluated and 
summarized in the body of this report and included in detail as 
Appendix 7. 

Background 

Pursuant to  Section 646 of the Treasury and General Government €
Appropriations Act, 2001 (H.R. 5658), enacted on €
December 21, 2000, as part of the Consolidated Appropriations €
Act of 2001 (P.L. 106-554) requires that "...not later than 6 0  days €
after the date of enactment of this Act, the Inspector General of €
each department or agency shall submit to  Congress a report that €
discloses any activity of the applicable department or agency €
relating t o  (I)€the collection or review of singular data, or the 
creation of aggregate lists that include personally identifiable 
information, about individuals who access any lnternet site of the 
department or agency; and (2) entering into agreements with third 
parties, including other government agencies, to  collect, review, or 
obtain aggregate lists or singular data containing personally 
identifiable information relating to any individual's access or 
viewing habits for governmental and nongovernmental lnternet 
sites." 

Additionally, OMB previously set the standard in this area with their 
June 22, 2000 Memorandum, Privacy Policies and Data Collection 
on Federal Web Sires (M-00-13). This document requires that: 
"Under this new Federal policy, 'cookies" should not be used at 

' "A cookie is a shon string of text-not a progam-that is sent from a web server to a web browser when the browser 
accesses a web page. The use of cookies allows the server to recognize returning users. track on-line purchases, or 
maintain and serve cus~omizedweb pages. Domain cookies are cookies placed by the visited web site. However, some 
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Federal web sites, or by contractors when operating web sites on 
behalf of agencies, unless, in addition to  clear and conspicuous 
notice, the following conditions are met: a compelling need to 
gather the data on the site; appropriate and publicly disclosed 
privacy safeguards for handling of information derived from 
'cookies'; and personal approval by the head of the agency." OMB 
limited this restriction later to  "persistent" cookies.' 

Therefore, the overall objective of this audit was to determine 
whether Treasury offices and bureaus were complying with OMB 
standards on the use of persistent cookies on their web sites and 
whether they had entered into agreements to share personally 
identifiable data with third parties. 

Findings and Recommendations 

In order to perform our audit of Treasury's activities as they relate 
to the gathering of personal information via the lnternet, we asked 
the Treasury offices and bureaus to provide a listing of their web 
sites. Based upon their information and our research, we reviewed 
30 Treasury web site home pages and 100 additional web pages 
from these sites. We reviewed these web sites for compliance 
with OMB standards on the use of persistent cookies. We also 
requested statements from Treasury components certifying that 
they had not entered into third party agreements to share, 
personally identifiable information. 

web sites also allow the placement of third-party cookies--cookies placed on a visitor's computer by a domain other 
than the site being visited. The domain and third-party cookies may be further grouped into session and persistent 
cookies. Session cookies are short-lived. are used only during the browsing session. and expire when the user quits the 
browser. Persistenl cookies specify expiration dates, remain stored on the client's computer until the expiration date, and 
can be used to track users' browsins behavior by identifying their Internet addresses whenever they return to a site." 
General Accounting Office: Fedcrol Agency Use ofCookies (GAO-01-147R) 

'Lener from the Administrator. OMB's Oftice of lnformation and Regulatory Affairs. to Chief lnformation Officer. 
Department of Commerce. September 5.2000. 
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Finding 1 Select Treasury Bureaus Set Persistent Cookies 

Persistent cookies were found o n  web sites at the Bureau of 
Engraving and Printing (BEP), the United States Mint  (Mint), the 
Office of the Comptroller of the Currency (OCC), the Departmental 
Offices (DO), and the United States Customs Service (Customs). 

O M 6  M-00-13, dated June 22, 2000, specifically states that under 
Federal policy "cookies" should not be used at Federal web sites or 
by contractors when operating web sites on behalf of agencies, 
unless: 

1. Clear and conspicuous notice is posted. 
2. A compelling need t o  gather the data on the site. 
3. Appropriated and publicly disclosed privacy safeguards for 

handling of information derived from "cookies". 
4. Personal approval by  the head o f  the agency. 

100	We webreviewed 3 0  home web sites pagesand and found 6 
occurrences in which persistent cookies were set at  the home 
pages or on a high-traffic page. 

Site:-
www.itips.gov 
www.bep.treas.~ov/storel 
www.usmint.gov 
www.cccaconline.org 

(See Appendix 2) 

These are: 

Owner: 

DO 

BEP 

Min t  

Mint  

Customs 

OCC 


We notified the ClOs of the responsible Treasury office or bureau 
of the persistent cookies and requested that they provide 
documentation supporting the "compelling" need t o  gather the data 
on the site as well as the personal approval by the head of the 
agency. The responses are shown in Appendix 5. These Treasury 
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components did not have approval from the Secretary of the 
Treasury authorizing the use of persistent cookies as required by 
OMB. It should be noted that when Customs was notified of the 
persistent cookies, they immediately shut down the 
www.itds.treas.gov site until the cookies could be removed. 

We also found that privacy statements were not included on 11 of 
the 30 web sites home pages reviewed. OMB's Memorandum, 
Privacy Policies on Federal Web Sites (M-99-1 81, dated June 2 ,  
1999, states that every Federal web site must include a privacy 
policy statement, even if the site does not collect any information 
that results in creating a Privacy Act record. Therefore, Treasury 
offices and bureaus are required to post clear privacy policies on 
World Wide Web sites, and the Treasury CIO should have provided 
guidance to Treasury components for doing so. The OM6 guidance 
also stated that privacy statements must be posted to  an agency's 
principal web site(s) by September 1, 1999. The OMB guidance 
further required postings of privacy statements on major entry 
points to  web sites as well as at any web page, which collected 
substantial personal information from the public, by 
December 1, 1999. The privacy policy must clearly and concisely 
inform visitors to  the site what information the agency collects 
about individuals, why the agency collects it, and how the agency 
will use it. An example of a privacy statement which clearly and 
concisely informs visitors can be found in Appendix 6. 

We also carefully reviewed the web sites on which we received the 
persistent cookies to  ensure that a privacy statement was attached 
and that it included a cookie clause and language on how the 
information would be used. We found that the BEP web page, 
www.bep.treas.gov/store. did not have a privacy statement. 
While this particular web page is not a home web site it is a 
high-traffic web page from which large amounts of personal 
information from the public is captured. 

We also performed an extensive review of the 19  home web sites 
having privacy statements to ensure that OMB requirements of a 
cookie clause and the usage language were followed. We found 
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five instances in which the privacy statement did not meet the 
required guidelines of mentioning cookies. 

Recommendation 

To ensure the proper use of cookies, the Treasury CIO should 
immediately: 

Require that Treasury components justify the compelling need 
to use cookies on their web sites and also obtain personal 
approval from the Secretary of the Treasury (or his delegate) for 
their use, and, 

Management Response: 

The CIO believes the bureaus currently using persistent cookies are 
doing so for valid and compelling business reasons. The CIO will 
work with all parties to  obtain the requisite approvals from the 
Secretary or his designee within 60 days. 

Remove unapproved persistent cookies from Treasury web 
pages, or shutdown affected Treasury web sites, or while re-
programming to  remove the persistent cookies, the affected 
web sites should prominently place a banner on the home page 
specifically alerting all users of the current existence of the 
persistent cookies and the planned removal. 

Management Response: 

While seeking approval from the Secretary of the Treasury, the 
Bureaus will post conspicuous warnings on their web sites that 
persistent cookies are being used and that approval is being 
sought. 

OIG Comment: 

We concur with management's planned actions and consider the 
issue resolved pending completion of the stated remedies. 
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Finding 2 	 Administration Of Treasury Web Sites Needs 
Improvement 

Treasury offices and bureaus were asked t o  provide a listing of 
Treasury web sites and the underlying web pages. Treasury 
offices and bureaus responded t o  our initial data call w i th  an 
inventory of nine Treasury web sites. While w e  were provided the 
main Treasury office or bureau web page, web pages for specific 
projects were not  always included (see Appendix 2). 

Our research identified an additional 21 Treasury web sites. We 
reviewed 30 Treasury web sites and found that 11 of the 30 
Treasury web sites did not  have privacy statements. Further, t w o  
Treasury bureaus were unaware that specific web sites under their 
web administration used persistent cookies. In addition, none o f  
the six sites w i th  persistent cookies had their use authorized by  the 
head of the agency (i.e., the Secretary of the Treasury). 

Further, some Treasury offices and bureaus did not  know specific 
information about their web sites. For example, when Treasury's 
Office www.gits-sec.treas.govof the CIO was contacted about the 
web site, they were not  aware of who was responsible for that  
site. The Mint's response stated that www.usmint.gov set only 
session cookies, not  the persistent cookies that  w e  found. 
Customs response stated that they had overlooked www.itds.gov 
in their review of sites and immediately shut down  the site until the 
persistent cookies could be removed. 

While not  an OMB requirement, w e  noted that the Community 
Development Financial Institution, the Financial Management 

(FMS) and OCC took stepsService t o  warn users when leaving 
their web pages t o  other web sites where privacy policies and 
cookie usage may differ. This is important as the privacy 

only applies to  thestatement identified on each of these sites 
Treasury site. For example, when w e  selected a news article o n  
Customs home web page, w e  were immediately transferred t o  a 
commercial site which set a persistent cookie.. 
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As stated in Finding 1 ,  OMB M-00-13  set the standards for the use 
of persistent cookies and privacy statements. While the use of an 
exit warning banner is not required, GAO specifically mentioned 
their use by stating that "During our work, we noted that the 
privacy policies of some agencies clearly alerted visitors when they 
were leaving the agencies' Web site, or the visitors received a 
message when they were leaving the agency's Web site."3 

Treasury has not issued formal policy guidance to implement 
OMB's standards for persistent cookies and privacy policies. 
Treasury also has not provided formal guidance on web site 
management issues, including the use of exit banners. Therefore, 
Treasury is at risk that a new Treasury web site may be created for 
a specific project that does not comply with Federal policy 
standards and collects personally identifiable information without 
proper warning or authorization. 

Recommendations 

The Treasury CIO should: 

Apply and enforce consistent Treasury web policy, including 
site exit banners and privacy statements. 

Management Response: 

ClO's Office will formalize	The and enforce web policies that 
include site exit banners and privacy statements within 9 0  days 

Maintain a full inventory of Treasury web sites and require that 
prior to  the establishment of any new sites the Treasury CIO be 
notified. 

'GAO/GGD-OO- 191 .  inrcrnr,r Prnucx- Agmcres 'Efforts 10 implement OMB > Prrvucy Polrcy (September 2000) 
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Management Response: 

The ClO's Office will update and maintain a Treasury web site 
inventory within 30 days. 

While seeking approval from the Secretary of the Treasury, the 
Bureaus will post conspicuous warnings on their sites that 
persistent cookies are being used and that approval is being 
sought. 

OIG Comment: 

We concur with management's planned actions and consider the 
issue resolved pending completion of the stated remedies. 

We would like to  extend our appreciation to the Treasury offices 
and bureaus for the cooperation and courtesies extended to our 
staff during our review. If you have any questions, please contact 

(202) 927-5771, orme at a member of your staff may contact 
Ed Coleman, Deputy Director, Information Technology Audits at 
(202) 927-5171. Major contributors of this report are listed in 
Appendix 8. 

-

Director, Information Technology Audits 
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Appendix 1 €
Objective, Scope, and Methodology €

For purposes of this audit, we reviewed home pages and web sites 
for the following Treasury offices and bureaus: the Bureau of 
Alcohol, Tobacco and Firearms, the Bureau of Engraving and 
Printing, the Bureau of the Public Debt, the United States Customs 
Service, the Departmental Offices, the Federal Law Enforcement 
Training Center, the Financial Management Service, the United 
States Mint, the Office of the Comptroller of the Currency, the 
Office of Thrift Supervision, and the United States Secret Service. 

The overall objective of this audit was to  determine whether 
Treasury offices and bureaus are complying with OMB standards 
on the collection of personally identifiable information. The audit 
was limited to Treasury web sites, the use of persistent cookies, 
and third party agreements for sharing personally identifiable 
information. Our audit did not review data collection in regards t o  
authorized law enforcement investigations. We also did not review 
web administration and security software tools that are used for 
web site planning, maintenance, system performance, and security 
purposes. 

The use of persistent cookies by Treasury web sites requires that: 
The site gives clear and conspicuous notice. 
There is a compelling need. 
The cookies be approved by the head of the agency. 
That a privacy statement be provided. 

Preliminary information was gathered through a Treasury-wide data 
request and supplemented with research using public search 

GoTo).Le.,  Yahoo Theand resulting universeengines of Treasury 
web pages excluded Internal Revenue Service web pages. Work 
was conducted primarily within the offices of the OIG but also a t  

offsite non-governmental location using aan commercial Internet 
service. 

We also reviewed the privacy statements at each of the Treasury 
web sites and determined if there was notification (e.g., an exit 
warning banner) before leaving the Treasury web site. 
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Appendix 1 

Objective, Scope, and Methodology 


Additionally, we determined whether Treasury offices or bureaus 
had entered into agreements with third parties to  collect and share 
personally identifiable information. This was performed by 
obtaining a certification statement from each Treasury office or 
bureau CIO. Additionally, we also contacted the four ClOs 
responsible for the Treasury web pages with the persistent cookies 
and requested that they supply us with the documentation 
authorizing the use of the persistent cookies. 

This report details the fieldwork performed at Treasury offices that 
concluded in February 2001. We conducted our audit in 
accordance with generally accepted government auditing 
standards. 
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Appendix 2 
Treasury Web Sites 

Web Site No;of Web I Total 
rovided From 

ureado-( Home Web Pages Data Call 
DO Iwww.ustreas.gov Yes 

No 
No 
No 
No 
No 

-
1 0 ~ ~ ~ l j . t r i a s . ~ o v  NO 

ATF Iwww.atf.treas.gov Yes 
No 

BEP 
lows.atf.treas.gov:9999
Ibep.treas.gov 

No 
Yes 

be .treas. ovlstorelindex. Yes 
Yes 

arc.publicdebt.treas.gov No 
www.treasu direct. ov No 

Customs 	 www.custorns.treas.gov Yes 
www.cebb.customs.treas.gou No 

No 
Yes 
Yes 
No 
No 
No 

Isecure.".treas.gov NO 
Mint Iwww.usrnint.gov Yes 

Icccaconline.org No 
OCC Iwww.occ.treas.gov Yes 

Iwww.banknet.gov Yes 
OTS Iwww.ots.treas.gov Yes 

Iwww.fqcg.gov No 
USSS Ibadcheck.treas.gov No -

.**Total I 22.302 130- ­
(es: Privacy Statement exists only if brow: is set to acce cookies. 
"Secure web siteset up on the FMS commercial server (ICcc2.. 
'"The web pages provided are an approximation as we do not have totals on certain sites 

discovered after the bureaus submitted their listings. 

'enistent l Privacv 

Cookies Exist 

Yes 
Yes Yes 

No 
No Yes 
NO No*Yes 

,
NO 
Yes Yes 

Yes Yes 


Yes 

Yes Yes 


Yes 
No Yes 
No No 
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Appendix 3 €
Examples of Cookies on Treasury Web Sites €

1. Mint Persistent Cookie ......................................................................... 17 €

2.,BEP Persistent Cookie ........................................................................... 18 €

3. ........................................................................FirstGov Session Cookie 19 €

4. Text of Cookie File Placed on Hard Drive By www.bep.treas.gov/store ........ 20 €
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Appendix 3 �
Examples of Cookies on Treasury Web Sites �

1. Mint Persistent Cookie 

b c &  Infamation . . . . . .  
. . . .Name ~CF~OKEN . -.. j L  .- .-:.. ." . ,,., . . .  

..,. ,Danain ~ w m u . d m v  . - . . .. . . . . .  . 
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Appendix 3 

Examples of Cookies on Treasury Web Sites 


2. BEP P e r s i s t e n t  Cookie 
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. Na.. 

Appendix 3 
Examples of Cookies on Treasury Web Sites 

3. FirstGov Session Cookie 

, . . . . . . .r !nthehtm,domtstmvttisv&q 
. € . 

Yes 
I ..:,. .. -..-..-1l-zzZ-l> . .. . . .  
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Appendix 3 

Examples of Cookies on Treasury Web Sites 


4. T e x t  of C o o k i e  Fi le  P l a c e d  on H a r d  D r i v e  By www.bep.treas.gov/store: 

C F T O K E N  
10580 

w w w . b e p . t r e a s . g o v /  
0 

3546759168 

32088942 

1710786688 

29398697 


C F l D  
312113 

w w w . b e p . t r e a s . g o v l  
0 

3546759168 

32088942 

2053986688 

29398697 

* 
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Appendix 4 
Certification Statements on Third Party Agreements 

Treasury OfficeIBureau.............................................................................Page 

-Bureau of Alcohol. Tobacco and Firearms ................................................. 

Bureau of Engraving and Printing ............................................................. 

Bureau of the Public Debt ....................................................................... 

Departmental Offices ............................................................................. 

Federal Law Enforcement Training Center ................................................. 

Financial Crimes Enforcement Network ..................................................... 

Financial Management Service ................................................................ 

Office of the Comptroller of the Currency ................................................. 

Office of Thrift Supervision ..................................................................... 

Treasury Inspector General for Tax Administration ..................................... 

United States Customs Service ............................................................... 

United States Mint ................................................................................. 

United States Secret Service .................................................................. 
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Appendix 4 

Third Party Agreement Certification Statements 


~ l n u r n zco section 646 of  the m a s u r y  and Un.r.1 
Carcmncnz A p e r o p n l t l - K c .  1001 1K.R. 5 6 % ) .  
uvcrcd as p u r  o f  the Canaolzdated .4Proprlari-
M.ZOOl. W l i c  L.r 106-556 ,  :her.by scrtity, in nry 
cap.sLfy -3 Chief InfD-tlM Officer (CIO). &t Cbe 
O-au of ~ ~ o h o l .T O ~ C C Oand i2re.m ha. m t  
entered rnro an asrec-t rich any third wrtr... 
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Rmdd lnfcmakn 

Appendix 4 

Third Party Agreement ~erkficationStatements 


DEPARTMENT OF THE TREASURY 
B U R E ~ U  AND PRIMINGOF ENGRAVING 

WUHINCTON. D C ma 

MEMOWDUM FOR OENNIS S. SCHINDEL 
ASSISTANT INSPECTORGENERAL FOR AUDIT _ 

FROM: 
O t b  ofW. Fate,. Chief Inf~~~~Systar , . *. 

Regardmg Pemnalhl ldenmeble lnfwnatpnSUBJECT. 	 C n m u ~ n  
~ebung A­10~ndmdua~s' to ~m-I S-
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Appendix 4 

Third Party Agreement Certification Statements 


I5UOPAND[111 FOR: 	 DDJNIS S. SCHINDEL 
ASSIST- IHSPECIOR OBN- PDR Armll 

FUCII: 	 MIMIA Z .  S P R I N ~ .CIO m a s s r s ~ m  
COSZ4ISSIONZR OFFICE OF INFORIYL?IOII TBCHNOLCGY 

SUBJECT: Certlfi~a~10nRegardmg Pereomlly 


Identifiable Infomacmn Relating t o  1nd~v;dualr~~ccessto 
lnternec sites Pursuant to section 646 of the ~rcasuryand 
General Government Appropriari~neAct .  2001 1H.L 56581.  enacted 
as part of the Consolidated Appropriarmns As=. 2001. Pvblrc 
~ a u 
106-554 .  I hereby certify, in my capac-ry an chief 
~nformatlonoffxcer. that: 

~ e b ~2. 	 me ~ v r e a uof the ~ l b l ~ c  has not entered Into an 
aqreemenr vlrh anv rhlrd oarrlea. ~ncludlnaorher aovernmenr 

respect ro any znrerncc slce 

Signed: 
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Appendix 4 €
Third Party Agreement Certification Statements €

DEPARTMENTOFTHETREASURY 
WASHINGTON. D.C. 

MEMORANDUM FOR DENhVS S. SCHINDEL 
ASSISTANT INSPECTOR GENERAL FOR AUDIT 

SUBJECT 	 Ccrcficanon Rcgardrng Personall) ldent~fiableini.onna11on 
Rclatlnglo lnd~ndualsAccess to lmrmet Sttes 

Pursuant lo Scction 646 of the Treasury and General Govemcnt  Appropriation Act, 
2001 (H.R. 5658). enacted ar van ofthe Consolidated Av~moriationsAct. 2001, Public 
Law 106-554.1 hereby cenif;, in my capacity ar chief inioAation Officer, that: 

1. 	 the information anached constitutes a comolete descriotion of the Deoamnent ofthe 
Trcasur) r collcctton or rcvteu of slngular data and collect~onof aggregare lists 
mcludmg p e ~ n a l l vidcnt~fiablelnformatton rclatrng to any mdtvtdual'r acccss 01 

viewinghibits wirh respect to any Internet site. and-

2. the DeoKunent of t h e T w u r v  has not entered into an aamment with any third-
panics. including other government agencies, to collect, review or obtain aggregate 
lists or singular data containing personally identifiable information relating to any 
nndividuaG access or viewing habits with rcspect to any lnternet site 
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A p p e n d i x  4 

Third Party A g r e e m e n t  Cert i f icat ion Statements 


D E P A R T M E N T  O F T H E  T R E A S U R Y  
FINANCIAL CRIMES ENFORCEMENT NETWORK 

MEMORANDUM FOR DENNIS S. SCHINDEL 
ASSISTANT INSPECTOR GENERAL FOR AUDIT 

I . r 7  
FROM: Emile Beshai cc:1.1 ~ - ~ c &.- _.dQ, 

Assistant Director and CIO \ I 3,  1 ?LW\ 

SUBJECT: 	 Cntification Regarding Personally 
Identifiable Information Relating to 
Individuals' Acccss to lntnnct Sites 

Pursuant to Section 646 of the Treasury and General Government Appropriations Act. 
2001 (H.R. 5658). enacted as part of the Consolidated Appropriations AcS 2001. Public 
Law 106-554. 1 hereby certify, in my capacity as Chief Information Officcr, that: 

1. 	 FinCEN's Internet site does not collect or review personally identifiable 
mformatlon relatlng to any individual, and 

2. 	 FinCEN has not entered into an agreement with any third parties, including othn 
government agencies, to collect, review or obtain aggregate lists or singular data 
containing personally idcntifiablc information relating to any individual's access 
or viewing habits with respect to any l n t m a  site. 
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DEPARTMENT OF THE TREASURY 
FINANCIAL MANAGEMENT SERVICE 

HIATTSVILLE.  M D  20782 

February 14.2001 

MEMORANDUM FOR DENNIS S. SCHINDEL 
ASSISTANT Ih'SPECTOR GENERAL FOR AUDIT 

FROM: 
Chicf lnformation Off1 

SUBJECT: � Certification Regarding Personally 
Identifiable InformationRelating to 
Individuals' Access to Internet Sites 

Pursuant ro Section 646 of the Treasury and General Govcmmcm AppropriationsAn. ZOO1 
(H.R 5658). enacted as part of the Consolidated Appropriationv ~c',2001. Public Law 106-554. 
1hmby c d f y ,  in my capacily asChief Information Officer,that: 

1. € The anached file and the CD hand delivered to your office this aftcmoon wnrain a 
complete list of wcbpage files mnnagcd by thcFinancial Management S ~ M X(FMS). 
with tbc exception of Pay.gov. The informadonon the Pay.gov web site will be hand 
delivcml to your oficc on Friday. February 16.2001. Four FMS web siks w xssion 
cookies - Payment Advice lntemet Delivery' (PAID). Treasury Report on Receivables 
(TROR),Judgement Fund and the Bank OndAnexsys web site for the Electronic Fcdcral 
Tax Payment System (EFTPS). %se scssion cookies do not gather dam and are never 
wrimn to tbe web user's hard drive - they are temporary cookies that reside only in the 
web user's computer memory. T h e  m k i c s  are maintained for the purpose of giving 
-s a single. unintempted session when they arr on-line. They arc immediately deleted 
umn loeeine- off of thc site or after a wriod of inactivirv. In addition. the lnfonnation 
Access System web site maintains user prefcrencc "cookies", but no pemnal 
information. More detailed information on these web sites is included in the attachment. 
Also, FMS docs not utilize session or persistent "cookies" or any other dcvice to capture 
amonallv identifmble information relatinc- to mv individual's access or viewing habitsr - ~~ ~~,~-

with respect lo FMSs Internet site "www.fms.trrar.gov". 

2. � Thc Financial Management Senicc has not entered into an agrcemcntwith any third 
party entlly. including other government agencies. to collect, review or obtain aggregate 
lists or singular data containing personally identifiable information relating to any 
individual's access or viewing habits uith r c spn  to any FMS lntemet site. 

If you have any questions or need additional informalioq pleare call me on (202) 874-8000 or 
Wally Fung on (202) 8748855. 

Anachmcnt 
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MEMORANDUM 
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MEMORA~DUMFOR: � D t m r  S. schindc~ 
Asr~nanlInspector Ccmnl for Avdll 

Rvrvanlto Smron tab of lhc Trevvy and Gnoal  GovcmmrntAppmpnanav Am. 2WI 
(H.R.56S8).rn2cxcd ar pan ofihcComl~datcdAppmprialianr Am. 2WI. Public Law 1065%. 
Ihmby =mi@.m my c a p m v  ).Chdlnformatm ORiccr.Ihar: 

2. OTShas urn1 cnlncd mlo an agmrncnt Glh any t h d  panics, including 0th- gormmmt 
agnuicr. lo io l lca  revwr or abuun ageicgalc lhrtr or singular data conmnmg 
pmomlly ndrnl8fiablc tnlormarion relalingto any mdwidual'r acccrr or vimn@habits 
vllh rrrpcc, lo an? lnlcmcl r4,r. 
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OEPARTIENTOFTHETREASURY 

WAWNGTCU. D.C. lDPO 

February 15.2001 

MEMORANDUM FOR OFFICE OF TREASURY INSPECTOR GENE,RAL 
Ann: ED COLEMAN 

"P-7 

FROM: for/Assistant Inspector Generalfor InformationTechnology 

SUBJECT: Compliancewith OMB Directives Regarding InternetWeb Pages 

This memo is to provide wrinen certification that TlGTA has not entered into 
agreements wlth thlrd parles. lncludmg olher government agenues. lo collect. revlew. 
or obtam aggregate lhsts or slngular data wnta8nlng personally ldentniable ~nfonnat~on 
relatino to anv lndividuak access or viewins- habits for sovernmental- and 
nong&ernrn&tal lnternet sites. 
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U.S. Customs Service 

Memorandum 

MEMORANDUM FOR DENNIS S. SCHINDEL 
ASSISTANT INSPECTOR GENERAL FOR AUDIT 

FROM 	 Assistant Commiss~oner 
Ofice of lnformation and T 

SUBJECT: Personal Certification Regarding Access to Internet 

Certification reaardino oersonallv identiable information relating to" .  
lndfvlodals access 13 Interne: slies pursuant to Sect~on646 of t i e  Treasury 
and General Government ApproprlatlonsAct. 2001 (H R 5658). enacteo as 
part of the Consolidated ~ppropriations~ct.2001. Public Law i06-554. 1 
hereby certify in my capacity as Chief lnformation Oficer, that: 

1 	 The lnformation attached constitutes a complete descriptionof the U.S. 
Customs Service collection or review of singular data and collection of 
aggregate lists lncludlng personally identifiable information relating to 
any indlvldual's access or viewing habits with respect to any lnternet 
Stte. and 

2 	 The U.S. Customs Service has not entered into an agreement with any 
thlrd partles, includingother government agencies, to collect. revlew or 
obtain aggregate lhsts or singular data containing personallyidentifiable 
~nformationrelating to any individual's access or viewing habits with 
respect lo any lnternet site. Attached is a full disclosure of the limited 
appl~cationsthat do retrieve personal information on a voluntary and fully 
disclosed bass  

Any questions regarding this matter should be addressed to Earl Walter at 
(703) 921-6050 or Jeff Sm~that (703) 921-7251 

Attachments 
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February 13,2001 
MEMORANDUM FOR: Jacfie Fletcher 

Chief Information O m m  

FROM: lay Johnson 
Dinnor 

SUBJECT: Use of Persistence Cookies on the US. Mint Web site 

REFERENCE: 	 OMB memorandum, 6RU00, 
Privacy Policies and Data Collection on 
Federal Web Sites 

In accordancewith thc above referenced Office of Management and Budget 
Memorandum. M-00-13.1 approve the following: 

1. €Protecting Personal Privacy. ?he US. Mint is very concerned with protecting 
personal privacy. Pmonally identifiableinformationwill not be wllected 
maintained, or stored unlessprovided voluntuily. 

Thc US. Mint will uw an "opt-in" strategy for wllecring personal information. The 
identity of the visitor will be known only when an individual d e s  a decision to 
"regissr" or provide personal information (makc a purchase, subscribeto our 
nmslener, send an email). A11 other visitors have no identity. 

2. €Third pany agreements. The US. Mint will not rent or sell personally identifiable 
information for wmmmial purpaws. 

3. €COPPA. The U.S. Mint does not anempt to w l l a t  personally identifiable 
information onlinc fmm children under the age of 13. 
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DEPARTMENTOF THE TREASURY 
UNITED STATESSECRETSERVICE 

MEMORANDUM FOR DENNIS S. S C H I N D U  
ASSISTANT INSPECTOR GENERAL 
(FOR AUDIT) 

FROM: � STEPHEN T.  COLO 
CHIEF INFORMATION OFFICER 
(OFFICE OF PROTECTIVE RESEARCH) 

SUBJECT: � CERTIFICATION REGARDING PERSONALLY IDENTIFIABLE 
INFORMATION RELATING T O  INDIVIDUAL'S ACCESS T O  
INTERNET SITES 

Pursuant tu Section b% ot the  T r e a w y  and G e n d  Guvernkrnt Appropriations A a .  2WI 
(H.R. 5658). rnlclal pan of the Comulidaled Appropriatbm A a .  2001. Pvhlic Law 106-
554. 1 herrhy cenity. in my capacity as Chief Infurmation Officer of the Secret Service that: 

1. 	 Tne information attached mmriNtes a complae description of Ihe U. S .  Secra  
Service's collection or review of singular dam and coltenion of aggregate lists including 
~rrwmallyidenlifiahle information relatinem any individual's aem or viewinr habits- .  
with repccr to any Internet rite, and 

2. 	 The U S .  Secret Service has not entered into an agreement with any third panirs. 
includmg anher govrrnmental agencies. to callen. review or  o b h n  aggregate lists or 
singular dam umtaining- .wrsnnallv idrntifiahlr information relatine- to anv individual's-
access or viewing hahits with respeu to any lnterna site. 

C o o k i s  or sa r ion  variables are not utilized on any of the U. S. Swret Service Interne Sites 
hosted hy Trrsury .  Arlached is a CD-ROM in HTML format h a t  represents the entire 
wllecuun vf  Scircr Service lntcrnet weh pager. 
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Office of the Comptroller of the Currency ..................................................... 39 �
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..................................................................................... 41United States Mint 
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F.-b 12 01 06:lSp Ron F - l rc r  12021874-3001 P . 2  I 

DEPARTMENT OF THE TREASURY 
BUREAU OF ENGRAVING AND PRINTING 

WASHINGTON, D.C. 20228 

MEMORANDUM FOR DENNIS S. SCHINDEL 
FOR AUDIT 

FROM: 

SUBIECT: Ux of Cook& on thc Bureau of Engraving and 
(BurruJBEP) Id-t Site 

~~~~ ~ ~ ~-.~~ 

MUCC. ihC ioUOwmg cotxiitions ax &a compcumg mdto g a t k  d m  on thc sitc; 
appropMle and pubbcly dlwloscd privacy deguardr lor aof information daivcd h m  
"cooldu": and pmonal approval ty the head of the agency. 

A h u g h  OMB'r poky usa the g d term * w o 4 "  subscqumt gudaKe ckrrfrr that Uus 
p o b  onhl to vacLng records, kmrvn ar -pmmm cooka." wtuch arc raMd on a 

c w k i s "  &b do nor save data to a hard disk and .&dstmyed as roo" as tkweb b m m  is 
c b d .  

The B m u  of Engraving and R i n t e  (BEP)has a public wcb dtc. 'Mo+oly.wm" thst 
wLa Med w of rrrziQmf cook!. BEP aced tcchnta wrvics for web hoaine and 
a p p k a o o  d-b& on bw b m e  h r n  a &ruractor, Bulcr, inc .through an m&ary 
agrrancm wuh the Fvlsnctal Managanmt Servre. Bnkr. lnc u a wnpeny wth h a d  federal 

and M u e  ime& to ~ o n y t v t o r y c o kw k  unique BEP pmducts arc OW for 
salc to rbc public. 

Wnhin the on-& no- arca of the wcb s i~conly, c w k i  arc d%pmdto visitors as a manr to 
uack wmcnr of nch visitor's dmvvinp cart. As the visitor pddr it- to the car.the wnkic i< 

IC b r  cramplc. a mitor elms to I&IC a rrrsion srd m u m  burr. & k k m  and 
ID n o d  hrtu cookie will be rend bv the so- to more tk wmcnt of the rhomim cart for 

or quay tbc w o k  for web i t s  visncd prior to or after rtu BEP rirc 
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F.-b 12 01 06: 1Sp Ron F a l t e r  12021874-3001 P. 3 I 

k h W g  on ttrir rigm to privacy. kca- cookies are hi&to the provisiin o f w  s t k k n t  

In regard to the o k  rcqumm?m o~ fonh m OMB Mmorandvm 0013.1 haw ormucta my 
aaBto rmnv and update ihc kgal and pmracy stazcmnt mcMcd on the BEP v ~ bmc u, 
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R e s p o n s e s  o n  P e r s i s t e n t  c o o k i e s  €

DEPARTMENT OF THE TREASURY 
WASHINGTON. O.C. 20220 

MEMORANDUM FOR DENNIS S. SCHINDEL 
ASSISTANT INSPECTOR GENERALFOR AUDIT 

FROM: ­
trcctor, Officeof Information Technology 
Policy and Strategy 

SUBJECT: � Compelling Need to Utilize Persistent Cookies for the I-TIPS 
System 

Thc I-TIPS Rcsource Center (IRC),'http://u?uw.itips.pov,is an information sharing and 
p r o p m  management Internet web site for the information Technology Investment 
Ponfolio System (I-TIPS). a government o k c d  (Federal C10 Council) software 
application designed to stxngthen and improve an organization's IT capital planning 
process. 

To keep this sensitive information restricted to the SLA user communiry, the site 
rauircs the imdementation of p r o m  access control features. The use of"cookies" has 
be& ut~lncd pan ofthc I R ~ Sa&cssconlrol features to handle tlus rcqulrcmcnt. 
Spcctfically.thc use of "cooks" enables seprntation of scns~ttvernformat~onvls!ble 
to SLA m a n b m  s d  thrtr dcsgnatcd gucs~sonly. Wrth cmklcr. SLA mcmbcn can 
freely v c u  p n y  ~nformat~onon h e  IRC not olhcnvrsc available lo thc publlc at large 

The I-TIPS stalfis preparing a certification document detailing the compelling need for 
continuing thc usc of "persistent cookies." This document will be signed and fonvarded 
to the OIG. In the menm a banner message will be displayed on the site indicating that 
certification of the site's use of persistent cookies is pending. 

cc: �David Borowski 
Damn Ash 
Joc Gudc 

Treasury Substantially Complies With OM6 Rivacy Policies And Data Collection Standards Page  38 
IOIG-01-0441 



Appendix 5 €
Responses on Persistent Cookies €

MEMORANDUM 
Corn hollUoftln currsny

nknamr ofMtlonsl Banlo~ r n P  

Wsshlngton. !X20x9 

Ibc-ollatnhd-.mmpIne~mofmem~ofmsCompOoll~~1. 
of& c u u a w ' s  (OCC)C a k L i r m  or nicrofaingda da8and coU& of-gate 
b i n d l r d i n s p e r t F m n n p i d m d f l s k ~ ~ n ~ t o ~ ~ v i ~ ' , a c a . m  
vi&nghabi8skifhrarpcnmanylmrrncl~and 

Treasury Substantially Complies With OMB Privacy Policies And Data Collection Standards Page 39 
(016-01-044) 



Appendix 5 €
Responses on Persistent Cookies €

Below is the text of the email response from Woody Hall, Assistant Commissioner/CIO 
of the United States Customs Service concerning www.itds.customs.treas: 

"It is not the policy of U.S Customs to  use persistent cookies. This site was 
developed under the direction of another organization prior to Customs assuming 
responsibility for its use and maintenance. Regrettably our review of Customs web 
sites for use of unauthorized cookies overlooked this site. Upon notification by you of 
the existence of persistent cookies on this site, we immediately removed it from 
service until the persistent cookies can be disabled. Thank you for your attention to 
this matter." 
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The United States Mint requested we use the following OMB memo dated 
September 5, 2000 as their response for the use of persistent cookies. 
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Appendix 6 

Examp le  of Clear and Concise Privacy Policy 


I 
Privacy Policy Page 1 o f  2 

PRIVACY POUCY 

Privaw Policy 

TheOCC emmmlMd m mamalnlng me privacy of your pemwl  .nformanon Our pnvacy po lq  

exp4ams me informanonwe learn when yo^ wsn wr ~ t e 
and how we wul MMle mts ~nformamn 
The lnfMlWOn W -We OepMS CHl W M I  yo2 do W M yw va.t our w k  

Information We Collect and Store Automaticallv. When You visit-~ -- . .- ..... 
If  yw browse tnrodgn OLr *en ste. read wge~or dormbaa informatcon, we w1.1gather and Rwe 
EM.n mfonMmn amu: yodl VSR aummabcally. Thts lnformamnacesnot aennly few PeMMly. 
We m u m  and srwe me laawng lnformamn amut your vlsiC 

me Internet doman fmm which you access theInternet (for exam* 
a0 mm, d you are mnnehng horn an Amenca Onme a a m t ,  or pnncemn.ed~.1 
yw are - n a g  fmm Prkemn Univesitfs domain); 
me IP (IntemetPmtocoI) address fmm which yw access our site. An 1P address 
is a number autoinatralbf assigned to your mmputer whenever you are surfing me 
Worid Wide Web. 
me type of browser andoperatingsystem for example, Netscape or Internet 
Expbrer) ured to access our ske;.me date and time you aCDeCI our site;.Thepages you visit; 
Thea d d m  ofthe website you visited immediaMypnor to visiting our 

.	me amhn that you bied to mrform or the item YOU reoverted fmm me 
server(for exampn, download a amment) and whether w not you were 
wmsrfvl; and I f  your bmwserampk cookies, m may use a cookie to 
determine if you are a repeat or a new visitor. When we examine this dala ,t 
ispresented in an aggregate f o m  
I f  nrv linked to the National m N e t  website fmm anofhcr web site. the

~ ~ ~ - ~ ~- ~ ~ - .  
address of the otiginatmg website; and.Theamon that you eied toperfonn or the item you requested fmm the 
server (for example, download a dccument) and whemer or nor you were successful. 

We use this information tohelp us make our site more useful t o  visitors. We learn what 
users like and need;what k h d  of  technology they a n  using; how onen they visit; and 
other valuable Information that helps us offer our visitors the best site porrible. 

We do not dirdose, give, sell, or transier any p e m l  Information about our web site 
visiton, unless mquired for law enfomment osotherwise required by law. 

A molw is a small pece of informabonmat a Web Site stores in the Web browser. The cmlw 
resae in y w r  mmplter memory, or it might be placed in a file on your mmputer hard dme so ma1 
it can be revwed by Ue Web slte later. Only me Web site that sers me amkk can read it. 

Thjs site daa nor mllecf p e m ~ linform.& mat could be used to ident'fl you or your amit is ,  
Unless you b e  knowingly rubmltted specRc hformamn by mmplebng a form, mr does it use 
cookis m uack v6G.  me cmkles we use fall onto tm,categories: 
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Privacy Policy 

I. Cookis mat reside only in the temporary merow of your computer and not on the hard 
driue. This type of m k l e  is called a session or tempraw moue k u s e  i t  will laa only 
mmugh a single session or v i v t  These cook'es do m t  Wphlre any personally ideniifving 
information. Thev onlv mllecr informatian about wur b r o w  sersion. Thev are used to 
e ~ o kus to move mformabonbetween pages when yoti wavqare our ute and to enrre me 

of your COmmunlCdtwnS w m  me K C  Wnen y w  case your bromer, fneseaams 
and the nfombon a ~ o mYWI -n are a~tomatxalhloekted 

2. c c a k  mat reside on your computer's hard drive and that mntain no persoml 
information. We do not lntend to use dbse c o o k  to collect any personal i n fwmah  abut  
you. 

I f  ywr Web bmmer is conFgured to refuse sessions cookies, the site will not work pmperly. I f  your 

web bmwser is mnfgured to refuse only persistent o x k .  the site will wurk properly. You can 

Wteperslstent c m k k  from your computer hard drive after each of your visits. 


Information We Collect and Store When You Send an Electronic Message Or Use Our 

Web Forms 

Registered users may contact us ektronraliy by using our site's 'Mersage Center,' or by 

wbmittrng e k a m r  comments, inquires or on-line forms. Beforedoing ur, there are a few things 

that reaster& users shoold know. We mllmD3XOMllV. identhino informationonlv. if soedfirallv
~ ~ . 
and h&ingty pmvtded by yw. We may u& the informam y w  send us in various ways. when. 
you send us pewmlly identifying infomaboo (e.9.. in an elecrmnk mail message mntaining a 
question or comment), we lac this informatbnto respondto your request Your persowally 
identifying tnformabon may be made availabk to OCC employes, such as our examiners M 
attom-...., Mvmo a bmm--.reason to see a. A coov of ,.- mersaoe or form mav be remined in

~ .----~~~~ ~ -.... ~~~-=- - . -, - ~ ­

w r  supeM54 cn for your bank in aWIDon, we may share me lnformabon you send us wlth omer 
government agenoes tnvwed in fmncal servrrer reguatm or a w  enforcement I n  otner 1.mted 
arcumnances, maudmg requem horn Congresvoml mmmmees or pumant to submenas or 
other legal process, we also may dlsdose the informationyou submit to us 

About Security 

Fw site sguriry purposes and to ensure mat this service remains availabk to all users, we employ 

soRware pmgrams to m i tm  nehmrk m f f r  to ideniifv u~uthorizedatternpis to upload or change 

informabon, or otherwise cause damage. Unaumorired a m p s  to upload or change information, 

or othemlv cause damage, on this server are sOictty pmhititedand may be punishable under 

federal law. 
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DEPARTMENT OF T H E  TREASURY 
WASHINGTON 

MEMORANDUM FOR CLIFFORD H. JENNlNGS 
DIRECTOR, INFORMATION TECHNOLOGY AUDITS 

FROM: 
Acting Assist 

SUBJECT 	 Response to the OIG's Drafi Audit Repon on the Collection oi-
Personally Identifiable Information 

Thank you tbr the oppnuruty to comment on the drafi "Audit Repm on the Collection of 
Personally Identifiable Information." The drafl r e p n  is a fair and accurate representadon of the 
Depanment ofthe Treasury's current Internet situation. 

Commmtr: 

Finding I -Select Treasury Bureaus Set Perjistent Cookies. 

The Burcaus and the DO Ofice listed use persisten1 cookies for valid and compelling business 
reasons Wc are uorkmg with all panies to get the appropriate approval from the Secretary or 
his drs~gnrrEstimated Time Frame - 60 days. 

In the intenrn Burcaus will post a conspicuous warning on their site that pcrsincnt cookies are 
being used and that thc Deparunent ofthe Treasury sites require a cenification to use "persistent" 
cookics and that the srtr staff is working to obtain that cenification. Estimated Time Frame - 7 
Businerr d a y .  

Finding 2 - Administration ofTreasury Web Silrr Heed Improvement. 

The ClO's Off~ceudl  formalize and enforce Trcasur)' Web policies that include site exlt banners 
and pmac? sutcrnents. Ertimatcd Time Frame - 90 Days. 

'She ClO's Office udl update and mainiain a'i'reasury web site inventory. 
Estimated Timr F n m c  - 30 d8j.s. 
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Appendix  7 €
M a n a g e m e n t  C o m m e n t s  €

The ClO's Office will establish policy that requires the Treasury CIO to be notified of the 
establishment of any new sites. Estimated Time F n m e -90 days. 

Once contactopportuniryagan thank you for tothe comment. If you have questions, please 
202-622-1559.a1Jane Sullivan 

OfficersInformationcc: Bureau Chief €
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Appendix 8 €
Major Contributors to this Repon €

Office of Information Technology Audits €

Clifford H. Jennings, Director, Office of IT Audits €
Ed Coleman, Deputy Director, Office of IT Audits €
Kevin Burke, IT Auditor €
Beverly Dale, IT Auditor €
Charles Intrabartolo, Computer Specialist €
Melinda Smith, Referencer €

Note: �We also express our thanks to  the Information Technology and Security Audit 
staff of the Office of Inspector General, Department of Transportation. They 
enabled us to save a significant amount of time in the conduct of this audit. 
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Appendix 9 

Report Distribution 


Treasury Departmental Offices 

Office of the  Deputy Assistant Secretary for lnformation 
Systems/Chief lnformation Officer 

Office of Accounting and Internal Control 
Office of Budget 

Office o f  Management and Budget 

Office of Inspector General Budget Examiner 
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